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ABSTRACT: Cloud data sharing has become an aspect of technology Abstract firms offering great outcomes, 
scalability and convenience in storing and managing user data. This piece offers a look, at cloud data sharing through 
desktop GUI and cloud storage delving into its design, features, benefits, advantages and disadvantages and regulations. 
We delve into types of GUIs for cloud data sharing like storage[5] distributed data[6] and hybrid solutions[7]. 
Additionally, we touch upon considerations when selecting and implementing storage solutions such as easy sharing 
and optimization. The article also investigates emerging trends and future prospects in cloud data storage technologies 
including desktop GUI MongoDB[6] Express.js and simple cloud storage. By amalgamating existing studies with 
industry insights this article aims to serve as a reference for researchers, professionals and policymakers keen, on 
grasping the intricacies of utilizing cloud-based data storage solutions. 
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I. INTRODUCTION 

 
Data sharing in the cloud is now a popular tool in the world of information technology. It enables the sharing of 
information within an organization or group as well as between organizations or groups. Information is stored and 
accessed over the internet and on standard devices out of one’s vicinity. Cloud-based data-sharing encompasses a 
variety of platforms and services developed to make storing, accessing, and sharing digital data easier[1]. These 
platforms and services often include file synchronization, version control, access control, and the capability to work on 
a file simultaneously. A user can access such systems from any location in the world. Examples include cloud storage 
services providers like Dropbox, Google Drive, and Microsoft OneDrive, and complete document management 
platforms like Google Workspace and Microsoft Office 365. 
 
Lastly, incentive is still important for cloud-based data integration. It enhances efficiency, increases productivity and 
spurs occur in business and personal use. With cloud-based systems centralizing how data is shared and stored, they 
eliminate the hassle of transferring data manually, disconnect email connection, and give members immediate access to 
data, new books, and resources. Moreover, cloud-based information sharing can be integrated with other cloud apps, 
thus further supporting connectivity and integrating the digital ecosystem. Additionally, the new approach with hashing 
eliminates the related data with each number automatically created for the information user uploads, shares, and stores.  
 

II. RELATED WORK 

 
Cloud based file servers allow users to add, delete, edit and share their data with others. Numerous studies and projects 
have explored this topic extensively. For instance, "A Survey of Cloud Storage Systems”, by Jiehui JU1 (2011)[2] 
delves into the concept of cloud storage and its management. Similarly, "Security Issues and Solutions in Cloud 
Storage; A Survey" by Xuejiao Liu et al. (2020)[3] addresses security challenges encountered in cloud computing 
along, with solutions. 
 
 
Addressed by Ahmad Al Shishtawy et al. “An Analysis of How Cloud Based File Storage Systems Perform; A 
Comparative Investigation” (2019)[4], talks about the use of cloud computing. Rawal, B. S. & Vivek, S. S. “Secure 
cloud storage and file sharing” (2017)[1] discuss the various encryption methods are used when sharing a user’s files 
on the internet and many more. 
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TYPES OF CLOUD 

There are three types of cloud computing deployment models[10] : 
 

Private Cloud: Every cloud environment includes core services such as CPU and storage that you can optionally 
provision through a self-service portal. A private cloud is a cloud-building organization. All resources are isolated and 
controllable by a single organization. 
 

Public Cloud: Public cloud is defined as a service that includes third-party service providers through public services 
and makes them available to anyone who wants to use or purchase them. They can be free or sold on demand, allowing 
customers to pay only for CPU cycles, storage, or bandwidth used. 
Hybrid Cloud: Hybrid cloud, sometimes called hybrid cloud, is an environment that includes local data (also called 
public cloud) together with the public cloud, allowing data and applications to be shared between them. 
 
These models vary in terms of features like control, flexibility, and management. One such model is often referred to as 
a cloud computing cluster.  
 

Platform as a Service (PaaS) enables organizations to access resources as needed for building, testing, deploying, and 
managing software applications. PaaS removes the need to handle infrastructure and operations, allowing focus on 
application implementation[5]. 
 

Software as a Service (SaaS) is a method of delivering software and services via the internet. Users can access 
software applications on demand, with management and maintenance handled by the service provider. This eliminates 
the hassle of users needing to worry about software updates and upgrades[5]. 
 
On the other hand, Infrastructure as a Service (IaaS) lies at the opposite end of the cloud spectrum. With IaaS, users 
retain control over their software environments but avoid On the other hand, Infrastructure as a Service (IaaS) lies at 
the opposite end of the cloud spectrum. With IaaS, users retain control over their software environments but avoid the 
need to purchase and manage hardware. Instead, they can request virtual machines from an IaaS provider. 
 

III. PROPOSED APPROACH 

 
Features and Advantages: 
 
A. Scalability and Flexibility: 
Scalability: Cloud-based network storage can adjust storage capacity as required, allowing large organizations to handle 
more data without investing in costly infrastructure. 
Flexibility: The cloud's ability to adapt and allocate resources according to business needs enables efficient resource 
utilization and ultimately leads to various benefits. 
 
B. Usability and Mobility: 
Cloud storage enables users to reach their data from anywhere with an internet connection. The ability to access 
information from various devices like laptops, smartphones, and tablets is incredibly convenient. 
Numerous applications come with mobile-friendly features, allowing users to work on their data while on the move. 
This addresses the inconvenience of being away from the location where data is stored. 
 
C. Cost Efficiency: 
Using virtual cloud services means you don't have to spend money upfront on buying equipment or worry about the 
ongoing costs of maintaining it, which is common with other cost-based solutions. With a pay-as-you-go model, you 
only pay for the storage and resources you actually use. This can help businesses save a lot on operating costs and 
unnecessary expenses. 
 
D. Disaster recovery and data backup:  
Make sure your system can bounce back from disasters. When it comes to protecting your data, having backups is 
crucial. By storing your data in multiple locations, you reduce the risk of losing it in case of natural disasters or other 
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physical threats. Having an automatic backup system in place means that your data is regularly saved, making it easier 
to recover if it gets lost or if your system crashes. 
 

IV. CHALLENGES AND LIMITATIONS 

 
A. Security and privacy concerns: 
When we talk about security, we're referring to the risks of unauthorized access, data leaks, and cyber-attacks. These 
risks are often influenced by how easily someone can access a system, the controls in place to limit that access, and 
additional layers of authentication. Privacy issues arise when sensitive information is stored on servers outside of our 
control, which must adhere to local laws and privacy standards. 
 
B. Ensuring reliability and data integrity: 
It's crucial to protect our data in the cloud using various methods like replication, integrity checks, and backups. The 
reliability of a system can be affected by factors such as network reliability, interruptions in service, or failures of 
hardware. To mitigate these risks, we need redundancy and mechanisms for fault tolerance. 
 
C.  Enhancing performance: 
To improve system performance, we can utilize strategies like data caching, content delivery networks (CDNs), and 
tools for optimizing network traffic. The goal is to minimize latency and ensure high throughput. Poor performance can 
be caused by issues such as poor network connections, locations far from servers, or deploying resources across 
different cloud environments. 
 

V. ADVANCEMENT USED 

 
Hash codes play a crucial role in various aspects of data sharing, whether it's through cloud-based servers or distributed 
networks. Here are some practical applications of hash codes in data sharing: 
 
A. Data Integrity Verification: When transferring data between networks or using cloud-based servers, it's essential to 
ensure the integrity of the information. Hash codes help in this by providing a kind of digital signature for the data. By 
comparing the hash code of received data with the sender's hash code, users can verify that the data hasn't been 
tampered with during transmission. 
 
B. Content Identification: Hash codes act like digital fingerprints, offering a unique identifier for files or documents. 
This feature is handy for detecting duplicates or identifying specific content. Even if files have different names or 
metadata, their hash codes will match if the content is identical, making it easier to manage and organize data. 
 
C. Access Control and Authentication: Hashing functions can be integrated into access control systems to regulate user 
or device access. For instance, in distributed databases, users may need specific hash codes[7] to access certain files. 
This ensures that only authorized individuals can access sensitive information, enhancing security. 
 
D. De-duplication: Hash codes are instrumental in de-duplication processes, especially in cloud-based or distributed 
storage systems. By generating hash codes for each file, duplicates can be easily identified and removed, even if the 
files have different structures. This helps in saving storage space and improving overall system performance[9]. 
Hash codes[7] play a vital role in maintaining data integrity, managing data effectively, ensuring security, and 
optimizing performance in cloud computing and distributed systems. 
 

VI. ARCHITECTURE 

 
A. The backend of our system is built using Express.js and Node.js. These technologies are used to handle the logic on 
the server-side, manage routing, and deal with HTTP requests. 
 
B. When we talk about applications, we're referring to the overall logic and structure of our system. We use Express.js 
for implementation, Mongo DB[6] for database tasks, such as storing and retrieving data, hashing[7] for security 
purposes, and express-session to manage user sessions. 
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C. For storing files within our applications, we rely on the file system[8]. This involves creating, managing, and sharing 
files as needed for user interactions within our system. 
 

 
 

Fig 1. Architecture of “cloud-based file server app” 
 

VII.  CONCLUSION 

 
When we reflect on how cloud-based data sharing has evolved over time, it's clear that these tools are revolutionizing 
the way we store, access, and manage data, both personal and professional. They do this by leveraging the flexibility, 
scalability, and availability offered by cloud technology, allowing people to work together and collaborate more 
effectively, no matter where they are or what devices they're using. In a recent research paper, we delve into the 
different types of cloud-based data storage, such as object storage, data distribution, and cloud computing solutions. We 
provide detailed insights into their architecture, functions, advantages, challenges, and real-world applications. This 
analysis gives a comprehensive understanding of how cloud-based information sharing can be utilized in various 
contexts. 
 
Cloud-based data sharing applications are becoming increasingly prevalent across industries, empowering users to 
analyze trends, streamline organization and presentation, and conduct motivational research with ease. These tools play 
a crucial role in today's digital economy, boosting efficiency, reducing workload, and facilitating remote collaboration. 
 
Furthermore, we've conducted a comparative study of different cloud data storage methods, evaluating their 
performance, efficiency, accuracy, and usage scenarios. By comparing cloud network storage with traditional home-
based models, we've identified recommended strategies for businesses looking to transition to cloud-based data sharing. 
Ultimately, cloud-based data sharing applications are fundamental to modern digital projects, facilitating collaboration, 
data flow, and information exchange in virtual, data-centric environments. Embracing the cloud empowers companies 
to enhance productivity, foster creativity, and drive business growth, positioning them to thrive in the digital age. 
 

VIII. ACKNOWLEDGEMENT 

 
In presenting this project report in a straightforward and professional manner, we want to express our sincere gratitude 
to CMR University, Bengaluru, for assigning us Dr. Umadevi  R as our mentor. Dr. Umadevi R, an Associate 
Professor, has been an invaluable guide since the inception of this project. From providing us with a clear roadmap to 
offering essential guidelines on project execution, he has been instrumental in our journey. Regular meetings initiated 



© 2025 IJMRSET | Volume 8, Issue 8, August 2025|                    DOI:10.15680/IJMRSET.2025.0808035 

 

IJMRSET © 2025                                                   |    An ISO 9001:2008 Certified Journal     |                                                12054 

by him ensured we stayed on track, and he consistently furnished us with the necessary project resources. Without his 
unwavering support, completing this project wouldn't have been possible. Additionally, we extend our heartfelt thanks 
to our parents for their support in seizing this training opportunity, and to our colleagues who assisted us in locating 
essential resources during the training period. 
 

REFERENCES 

 

[1] B. S. Rawal and S. S. Vivek, "Secure Cloud Storage and File Sharing," 2017 IEEE International Conference on 
Smart Cloud (SmartCloud), New York, NY, USA, 2017. 
[2] Jiehui Ju, et al., "A Survey on Cloud Storage," J. Comput., vol. 6, no. 8, pp. 1764-1771, 2011. 
[3] P. You, Y. Peng, W. Liu and S. Xue, "Security Issues and Solutions in Cloud Computing," 2012 32nd International 
Conference on Distributed Computing Systems Workshops, Macau, China, 2012. 
[4] E. Yadegaridehkordi, L. Shuib, M. Nilashi, et al., "Decision to adopt online collaborative learning tools in higher 
education: A case of top Malaysian universities," Education and Information Technologies, vol. 24, pp. 79–102, 2019. 
[5] Archana K Rajan and Surya Babu, "Privacy and Authenticity for Cloud Data using Attribute Based Encryption and 
Digital Signature," Unpublished work, 2017. 
[6] C. Győrödi, R. Győrödi, G. Pecherle and A. Olah, "A comparative study: MongoDB vs. MySQL," 2015 13th 
International Conference on Engineering of Modern Electric Systems (EMES), Oradea, Romania, 2015. 
[7] Omid Jafari, et al., "A survey on locality sensitive hashing algorithms and their applications," arXiv preprint 
arXiv:2102.08942, 2021. 
[8] A. Ergüzen and M. Ünver, "Developing a File System Structure to Solve Healthy Big Data Storage and Archiving 
Problems Using a Distributed File System," Applied Sciences, 2018. 
[9] Ravneet Kaur, Inderveer Chana, and Jhilik Bhattacharya, "Data deduplication techniques for efficient cloud storage 
management: a systematic review," The Journal of Supercomputing, vol. 74, pp. 2035-2085, 2018. 
[10] Tadapaneni Narendra Rao, "Different types of cloud service models," 2017. 
 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

                     

 

 

 

 

INTERNATIONAL JOURNAL OF 

MULTIDISCIPLINARY RESEARCH 
IN SCIENCE, ENGINEERING AND TECHNOLOGY 

 
 
 

| Mobile No: +91-6381907438 | Whatsapp: +91-6381907438 | ijmrset@gmail.com | 

www.ijmrset.com 

mailto:ijmrset@gmail.com
http://www.ijmrset.com/

